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OpenBSD's stateful packet filter, PF, offers an amazing feature set and support
across the major BSD platforms. Like most firewall software though, unlocking
PF'sfull potential takes a good teacher.Peter N.M. Hansteen's PF website and
conference tutorials have helped thousands of users build the networks they need
using PF. The Book of PF isthe product of Hansteen's knowledge and
experience, teaching good practices as well as bare facts and software options.
Throughout the book, Hansteen emphasizes the importance of staying in control
by having awritten network specification, using macros to make rule sets more
readable, and performing rigid testing when loading in new rules.

Today's system administrators face increasing challenges in the quest for network
quality, and The Book of PF can help by demystifying the tools of modern *BSD
network defense. But, perhaps more importantly, because we know you like to
tinker, The Book of PF tackles a broad range of topicsthat will stimulate your
mind and pad your resume, including how to:

- Createrule setsfor al kinds of network traffic, whether it is crossing asimple
home LAN, hiding behind NAT, traversing DMZs, or spanning bridges

- Use PF to create a wireless access point, and lock it down tight with authpf and
special access restrictions

- Maximize availahility by using redirection rules for load balancing and CARP
for failover

- Usetablesfor proactive defense against would-be attackers and spammers

- Set up queues and traffic shaping with ALTQ, so your network stays responsive

- Master your logs with monitoring and visualization, because you can never be
too paranoid

The Book of PF iswritten for BSD enthusiasts and network admins at any level
of expertise. With more and more services placing high demands on bandwidth
and increasing hostility coming from the Internet at-large, you can never be too
skilled with PF.
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platforms. Like most firewall software though, unlocking PF's full potential takes a good teacher.Peter N.M.
Hansteen's PF website and conference tutorials have hel ped thousands of users build the networks they need
using PF. The Book of PF isthe product of Hansteen's knowledge and experience, teaching good practices as
well as bare facts and software options. Throughout the book, Hansteen emphasi zes the importance of
staying in control by having a written network specification, using macros to make rule sets more readable,
and performing rigid testing when loading in new rules.

Today's system administrators face increasing challenges in the quest for network quality, and The Book of
PF can help by demystifying the tools of modern *BSD network defense. But, perhaps more importantly,
because we know you like to tinker, The Book of PF tackles a broad range of topics that will stimulate your
mind and pad your resume, including how to:

- Createrule setsfor all kinds of network traffic, whether it is crossing a ssmple home LAN, hiding behind
NAT, traversing DMZs, or spanning bridges

- Use PF to create awireless access point, and lock it down tight with authpf and special access restrictions

- Maximize availability by using redirection rules for load balancing and CARP for failover

- Usetables for proactive defense against would-be attackers and spammers

- Set up queues and traffic shaping with ALTQ, so your network stays responsive

- Master your logs with monitoring and visualization, because you can never be too paranoid

The Book of PF iswritten for BSD enthusiasts and network admins at any level of expertise. With more and
more services placing high demands on bandwidth and increasing hostility coming from the Internet at-large,
you can never be too skilled with PF.
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Editorial Review

About the Author

Peter N. M. Hansteen is a consultant, writer and sysadmin based in Bergen, Norway. A longtime Freenix
advocate, Hansteen is a frequent lecturer on FreeBSD and OpenBSD topics. His expertise asa
documentation consultant (and humorous work with the RFC 1149 implementation team) have helped him
gainregard in Norwegian IT publications. The Book of PF, Hansteen's first book, is an expanded follow-up
to his very popular online PF tutorial.

Users Review
From reader reviews:
James Bauer:

The book The Book of PF: A No-Nonsense Guide to the OpenBSD Firewall can give more knowledge and
also the precise product information about everything you want. Why then must we leave the best thing like
abook The Book of PF: A No-Nonsense Guide to the OpenBSD Firewall? Wide variety you have a different
opinion about e-book. But one aim this book can give many datafor us. It is absolutely appropriate. Right
now, try to closer together with your book. Knowledge or data that you take for that, you could give for each
other; it is possible to share al of these. Book The Book of PF: A No-Nonsense Guide to the OpenBSD
Firewall has simple shape but you know: it has great and big function for you. Y ou can search the enormous
world by open up and read areserve. So it is very wonderful.

Ruth McMillian:

This The Book of PF: A No-Nonsense Guide to the OpenBSD Firewall tend to be reliable for you who want
to certainly be a successful person, why. The reason of this The Book of PF: A No-Nonsense Guide to the
OpenBSD Firewall can be among the great books you must have is definitely giving you more than just
simple reading through food but feed anyone with information that perhaps will shock your earlier
knowledge. This book will be handy, you can bring it everywhere and whenever your conditions both in e-
book and printed kinds. Beside that this The Book of PF: A No-Nonsense Guide to the OpenBSD Firewall
forcing you to have an enormous of experience including rich vocabulary, giving you demo of critical
thinking that we understand it useful in your day exercise. So , let's have it and enjoy reading.

Lloyd Lake:

Can you one of the book lovers? If yes, do you ever feeling doubt while you are in the book store? Aim to
pick one book that you just dont know the inside because don't judge book by its cover may doesn't work
here is difficult job because you are frightened that the inside maybe not since fantastic asin the outside
search likes. Maybe you answer might be The Book of PF: A No-Nonsense Guide to the OpenBSD Firewall



why because the fantastic cover that make you consider about the content will not disappoint an individual.
Theinside or content is usually fantastic as the outside or even cover. Y our reading 6th sense will directly
guide you to pick up this book.

Rex Oswald:

Within this erawhich is the greater man or woman or who has ability in doing something more are more
specia than other. Do you want to become among it? It is just simple approach to have that. What you
should do isjust spending your time little but quite enough to possess alook at some books. On the list of
books in the top record in your reading list is definitely The Book of PF: A No-Nonsense Guide to the
OpenBSD Firewall. This book which can be qualified as The Hungry Inclines can get you closer in turning
out to be precious person. By looking right up and review this book you can get many advantages.
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